Ea— Kk .
< kepware

Guide

Secure KEPServerEX® Deployment
H AGERR

2018 4 6 A
Ref. 1.000

1 ©2018 PTC, Inc. All Rights Reserved.


www.kepware.com

H 7k

1 FI L B LT ettt eeess e eess st ess stk RS R RS R R R R E R Rk 1

2. R DT =T BRER L D AT BB covvvrreeessennneeneeesssssssssssssssssssssssssssss s sssssssssssss s sssssssssssssssssssssssssessssssssssssssssssssssns 1
2.1 ICS Ry FT =T EH 2 U T 4 EDU VR s sssssssssssnsssssssssssssssssssssssssssssssssssssssns 1
2.2 D RAT INA LT T U B st ssss s AR 1

3. TRA RTNU T £ U T U AT N tieeeeeeeeeeessnsssssssssssss st ssssssssssssssssss s 2
3.1 D AT I ettt 2
3.2 T B B HE oot 2
3.3 XU R B et 2
3.4 T AR T T A Tl sesssssssssesssssssssssssssssssssssss s ssssssss s 2

4 A LA R Tl R AR R 3
4.1 JBERIE. ceeveveeeeeseeseeessssesesseesesses e ssesse s8R 3
4.2 A LA R Tl Rt

5. A L AR T IUAZ D TN oottt ssss s s e 4
5.1 PRFE STV TUNIRUNA L H T 2 R e issssss s ssssssss s ssssssss s s 4
5.2 SEIVEE USEIS ...ttt ettt sttt b bbbt 5

6 TH DV T 4 TR ESIUIEA DB T 2 ooeteeeeeeeesesssssesesessssmmssseesessssssnne 6
6.1 OPC UA....eeereeeiiisnesenes et TSN 7
6.2 QT e eeeees e ceess e eses s ess s bs etk 8 5588258858858k 9
6.3 REST 7T A T 2 B oo et sas s
6.4 REST #r—/ 3— ... ettt ettt

7. FEEIIE AP oo 11
7.1 FEEIIE AP oo 11

8. MDA TF U A s 13
8.1 KEPSEIVEIEX D7 5/ 777 L= R oo ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssness 13
8.2 FOMIT oo ssssss sttt RS R R R R e 13
8.3 BITIBAIRAT: coreeeevereeessesseesesssssss s seesse s ses 2585888 13
8.4 T UYL R T T AIVD T T DU T A ceeeeeeeeeeeeeeveeeeviesevees s ssssnsss s sssss s s sssssssssssnsees 13
8.5 RI3E 2 A L T om0 8 U ettt 14

9. TR ODTEME e eeeeeeeeeeeeeeesesssssssss s8R0 R 14

www.kepware.com 2 ©2018 PTC, Inc. All Rights Reserved.


www.kepware.com

1. I C®IZ

KEPServerEX IZPESEA— h A —3 g o LEEREM IoT O@EAFEICLET, Zhix. Z<0EA. A
MBLOHTADERELFGE, AT VYV hEN, ZRLX—OEELRERE, iR, etk
A, BLUONRy FEEDOAFEV AT A THER SN ET, BeEEBBRMIZIINLOV AT LAOTHE
@:yﬁ—zy%?#ﬁ\%4ﬂ~ﬁ%1U?4@%ﬁﬁﬁﬁ&@%é@ﬁﬁmﬁwf%mufmi
T, Lo T, KFRETY 7 vy =T2FHT 3% KEPServerEX O —H— 37 7V &r—3

L ETCELRETERCERETIZENEETT, 20D ]\3?.17‘ > N TlE. KEPServerEX % & AFED
tF2 VT T@F’aﬁ?"67 Nt AEENLET, AFEEREEEIC KEPServerEX ZRBITAEE61T. EHE
MWZDHA ROERICTEX BT EMRICNED Z 2 BEIOLET,

Kepware/PTC 1%, # L\ =2—H%—(Z, KEPServerEX O LWAFERE~DA VA M=V TZDOHA R
ZRATHZE2BEOLET, £72, VI MY =TOPWFEOZ—F =0, ZOHA FTEREtEh T
WAHHERHIE L BEF OB A R L, BFHICR D L HOMEST L L2BHD L ET,

N —ZBRIEL VAT AR

Fy M=ot Xxa VT ¢ CEERGIES AT A (ICS) Ry MU —2 &2 U T ¢ [XFEFITHEHERM
BTT, EX2 VT 0 0BSENLNLD, Xy NU—I BT AT —2ar, DMZs O, FF 7
oy 7RI, BT FEIEER X OGRBEEEOEHE, REREB I OMEARBOLDORERT LI
XA, BLORy NV —7 OEBFERGEE SO BEHEAPHICABRESNTOET, 2L, &KBEHFE
Bl T2 L TRV, FEIHTEO2—2r—2 fBil: AL —va Ry hT—7 | fEEIZX
BEHEEA Y NT—27, HDWE~v v bkora—hvrxy hU—7) Lo TRV ET, Zhbd
BHEAIOFBNE FET, 2O RF¥a Ay Fo@Asc, =2—H%—i ICS *y hUV—2%tFa
UF o TRELTZY . LEAHMMBREBITE VAT AL TV —F LB LT 0T 572010,
NOBFFFHREZFBB L OERTILERH D T, /2, ICS Xy NIV —27 DX = VT 1 HilgE
BRI ZBCIE, DL FIORTHEESL) V=2 22325 2 L b EETT,

KEPServerEX (%, SESFERTEMA— A= arTFNRAL REV AT A EERETHOIHEHNT S
ZLEMTEETN, t%1)%4f%£ént?ﬁ4x&/x%A@%ﬁ TORF2 AL FOF
PRS2 3, T XTOT AL AR LR 55 i WE%WL%OT<K§W iz
1, WOTHHATE 28EO@URRIENE T E T, WICRESNERA, ICS Fv hT—
78X VT g LRERIC, =2—F—I%, ®£ﬁLOwTW%®$Wﬂﬁ%%%¢é#\%@%ﬁm
BIDEEDOT NSA AET 2B EHFOBEV AT AL VT 7L —F L#ET L 2B LE
7

21ICS %Yy hU—2 X2 VUT 4 DY V—2R

o T AU IAEREELZENMEE Industrial Control Systems Cyber Emergency Response Team (ICS
CERT)
o T AU WENAFHERATHFSEFIT (National Institute of Standards and Technology)

- T AU BESAEEAERANFSEETO  Guide to Industrial Control System Security

e North American Electric Reliability Corp. Critical Infrastructure Protection Standards

22 VAT AT T L—H

o Kepware® VAT LA LTI —FT 0l T KIERIN-T0 T A

www.kepware.com 1 ©2018 PTC, Inc. All Rights Reserved.


www.kepware.com
https://ics-cert.us-cert.gov
https://www.nist.gov/
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.kepware.com/en-us/partners/system-integrators/

3. RA NFARV—T 4 VTV RAT A

KEPServerEX 1%, #ICE R b ERZERE CEMTALENRHV T, FA ARV =T 4 VT VAT A
(OS) WERAMNOLLEETHDZ L EfHR L, EITARERT X TCOHBELZH LT, VAT L2 RET I
I 0S OExa T ¢ ZHFFT 20BN H Y £9°, KEPServerEX (F, _VU A —FfEHOEX2Y) 7
4RI DB L IR, "SR IR ZFI T A BE CRET A SLERDH Y £3,
X2l T 4 TSN 0S OEMERHARMEIZIE, AT Ak F2) T4, 2a—VP—FH, 7574
T UG —NVERE, T ANVEERERDY 7,

31 VAT A

WY T 7 AHExREZ#H L T, WU —Y—DBN L —F v ho— R = 7B T
JHEATEHLHIITLET,

W, BEYR—RFEHRTWBE A= 5 D Windows (2 KEPServerEX ZEBH L, ICS EF =V
T 4 O BEFNZHE>T Windows ¥x 2 VT 4w F %A A h—L LEJ, ICS-CERT (T &
STHHENTWS X o, "

o

HRAMT U DON—RRITATEEBSLLT, TXTORGET—F 28X T 4 CHR#ELE
R

BHOBL T 7 AN EED, B<HMEENTWAYA T2 TREY 7 =T 2EA LT, AA
AT BEEMICAX Yy LET,

AR M=y FORBHOYS—E 22 L7 LET,
WEEAZFE ST, BT 7Y r—3 5 L0 KEPServerEX D ILFIR AT 4 v 7 ZBET £,

32 a—H—FH

KEPServerEX ZA&mE L OVEBT 572012, FHEHE T v b &I1EBIC Windows = —H—%{E
BLET,

Windows O BFFIIE- TEEET I MEEBLET,

AP R AT — Rid, HED KA A IS L IER AR SR T — RB Y 3 — 26 BN H ) =
R

BHOa—T—HMTa A o ERIFIRNRAT—RE2EF LR TLEE N,
INAT— REZEIBRTFLET,

77 ' AT TV EEMICHERE LT, R/ANROFHEOFRAZEHN L TT 7B AR 2% ET
HXI9ICLET (0FV., BERMESETTALEND D=V —ICORT 7 & AF 25
L. REIZR-T2E X IZT 7 B AT 2N LET),

33 XU A =4

TrATUA—NEFALOONET v F 7Y b aiMEL, T 7 AT U4 —VERE & ESIRIC
e LET,

BAMEN S 2T 4 (IDS) ZFIHLET,

RARETRL =T 4 VTV AT A~DV = NT IV RAZEH L, 77T 4T 1 %0 705046k
L7,

34 TA N7 7 AV

VAT DNy 2T v T T 7 A NEEHICHRELET,

www.kepware.com 2 ©2018 PTC, Inc. All Rights Reserved.


www.kepware.com
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf

o YV UTNTrANE
LET,

4. 4 VA h—)L

2—H—{% KEPServerEX @O A A h—/LV &k

4.1 FREE

411 Kepware I%, IERIZD U — Xéﬂt/7]\'7m7@l7ﬁ@ﬁk‘%ﬂﬂ—
nNooa— Fa2EH L THRIEL., @BE

ERTHILERHY 9,

https://www.kepware.com/digitalsignature @FNAIZHEST, Y7 MU =T ZRGEELET,

42 A A h—)
421 A v A b=tz

BEDIEA A N—L LET,

Select Features

Select which features are to be installed.
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| Full Installation
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Plug-ins
=)~ | Advanced Tags
Alams & Events
Connection Sharing

I_—_I - Communications Server
= ~ | Communication Drivers
= ~ | Native Client Interfaces

Dynamic Data Exchange (DDE)
QPC NET
‘Wenderware Suitelink and FastDDE

Datalogger

EFM Exporter

IDF for Splunk

loT Gateway

Local Historian

Media Level Redundancy

Securty Policies

Scheduler

SNMP Agert

= ~ | Hardware Key
=+ | OPC Quick Client
¥ - | Examples and Documentation

— Feature Description ——————————————

KEPServerEX 6is a Microsoft
Windows application that operates
as a communications protocol
server. It allows other Windows
programs to access data in
underlying systems via specialized
communication drivers.

This feature requires OKE on your
hard drive. It has 0 of 3 subfeatures
selected. The subfeatures require
OKE on your hard drive.
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) KEPServerEX 6 Setup

User Manager Credentials
Set password for the Administrator account

It is recommended that the password be &t least 14 characters in length and include a mix of
uppercase and lowercase letters, numbers, and special characters. Avoid welldnown, easiy

guessed, or common passwords,

™ Skip setting a password at this time

Password

Confirm Password:
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Cancel
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5.2 Server Users
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Configuration

Start Runtime Service
Stop Runtime Service

Reinitialize
Reset Event Log...

Settings..
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[Default User] (280178 =2 —4— OPCNETRS, tion
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Support Information
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[Z3 KEPServerEX Settings

=5c=)

Store and Forward Service I Security Policies I Local Higtorian I IoT Gateway

Adminigtration I Configuration I Runtime Process I Runtime Options | EwventLog
ProglD Redirect | User Manager

| Configuration API Service I Certificate Store

W 3| 5 4]
F?! 8 Administrators

: Q Administrator
Baﬂ Anonymous Clients

Bﬂ_&ﬂ [/ show disabled
[Z3 Change Password ﬂ

Itis recommended that the password be at least 14

= characters in length and indude a mix of uppercase and
-Q Data Client lowercaze letters, numbers, and special characters. Avoid
Bﬂi Server Uszers well-known, easily guessed, or common passwords,
- N 1 flt s

=88 ThingWorx Interfacg 0ld Password:
ThingWorx Inter|
Mew Password:

Confirm Password:

& KEPServerEX Settings =5

Administration I Configuration | Runtime Process | Runtime Options | EwventLog

ProgID Redirect I User Manager I Configuration APT Service I Certificate Store

Store and Forward Service | Security Policies | Local Historian I 10T Gateway

=& Client Access Policy
aﬂ Permissions assigned to Administrators
e& Permissions assigned to Anonymous Clients
B TP ermicions acionesto Seve User

: ?ﬁ Dynamic Addressing

0O Tags

System Tags

Internal Tags
-5\ Browsing

s& Permissions assigned to ThingWon: Interface Users
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= 8 Administrators Built-n administrators group
° N vy ¢ L@ Administrator Built-in administrator account
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YEIJ «G % Z) as 2 U - ]\\‘ . QE/\J 71‘06 Pas 2 a? Dai:Ljl Client :ul::-m account representing data dients
4 erver Users uilt-in server users group
J— ]\“liiﬁ‘ﬂj‘ T < 7%: é % ‘0 INA 7 — 3 Default User Built-in default user account
S I A - = ﬁ ThingWerx Interface Users Built-in ThingWorx Interface group
]\ %ﬁié“‘{%ﬁ L 32 7;40 E ThingWorx Interface Built-in ThingWorx Interface account
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(3 KEPServerEX Settings
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Adminigtration | Configuration | Runtime Process I Runtime Options I Event Log

Store and Forward Service | Security Policies | Local Higtorian

| [oT Gateway

ProgID Redirect | User Manager

| Configuration AP Service I Certificate Store

ﬁl il ﬁl _I EI ﬁl [¥] Show disabled

Built-in administrators group
Built-n administrator account
Built-n anonymous data dients group

E{_New Group [Alt+G)
: TSt ator
anymous Clients

Built-in server users group

Built-n default user account

Built-in ThingWarx Interface group
Built-in ThingWarx Interface account

é &l ThingWarx Interface Users
.. ThingWWorx Interface

Built-in account representing data dients
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KEPServerEX Settings

7 LET,

Administration I Configuration I Runtime Process | Runtime Options I EwventLog

Store and Farward Service I Security Polides | Local Historian | IoT Gateway

ProglD Redirect | UserManager | Configuration API Service | Certificate Store
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= 3| = x| £8| 8| (7show dsabled

[=E 8 Administrators

¢ e Administrator
Anonymous Clients

¢4 Data Client

Server Users

a Default User
ThingWorx Interface Users
a ThingWorx Interface

Built-in administrators group

Built4n administrator account

Built-in anonymous data dients group
Built-in account representing data dients
Built-in server users group

Built-n default user account

Built-in ThingWorx Interface group
Built-in ThingWWorx Interface account

A Add User...
7 Disable User Group

4 Properties...
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I OK ] [ Cancel I [ Apply ] I Help
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3 User Properties

Identification

Name:

Description:

Password
Itis recommended that the password be at least 14 characters in
length and include a mix of uppercase and lowercase letters,

numbers, and special characters. Avoid well-known, easly
guessed, or commen passwords.

Password:

Confirm:

o

T

=)
OK
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Start Runtime Service
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UA #p] % LT, OPC UA Configuration Manager % B & % Rl
ﬁ‘o Reset Event Log...
Settings...
2. Y—N—DxZ NRA VM FT7% 70 v 7 LET, OPC UA Configuration

3. Bl REEZ7V 7 LT, LT RARA U MEFELLE Quick Cl
—?—0 License L

Help

4. %%ﬁ‘@ti‘\’l U \*7:/], Zko U ‘:/P—j‘7c‘:/5 :/ﬁsa":t D4 7 éj’bfb\é ¢ Support Information

AR LET, z ERighr_—chck

5. TOK] #7 Yy 27 LET,

m OPC UA Cenfiguration Manager S |

Server Endpoints ‘ Trusted Clients I Discovery Servers | Trusted Servers I Instance Certiﬁmbesl

URL [ Security

i @ —

%;"'x"m' Endpoint Definition .. (o]
5 apc. tepy

TCP Connection

Metwork Adapter:  |Default -

Intel(R) Dual Band Wireless-AC 7260

Port Mumber: | Intel(R) Ethernet Connection 1218-M
ope. teLocahost only

Security Policies

|:| Mone

Basic128Rsals Sign; Sign and Encrypt
i ian; Sign an crypt e
e Basic256 Sign; Sign and Encrypt

N o] [Come | [0 )

Mote: Server R R—— — —

www.kepware.com 8 ©2018 PTC, Inc. All Rights Reserved.


www.kepware.com

6.13 FHEZAR G, FEBARERE (CA) ICX > TEBL SNFHEEZBA L £,
OPC UA Configuration Manager @ A > 2% > ZDFEHE] # 7T FEHERZ A VR—F] 27
Uo7 L, CAIZEosTEBAINHEAEL A VR —MLET,

r B
m OPC UA Configuration Manager ﬂ
| Server Endpoints | Trusted Clients | Discovery Servers I Trusted Servers | Instance Certificates

Server

Export server certificate. ..

l
l Reissue certificate
[

Import certificate
Client Driver

-
[ View dient driver certificate. ..

[ View server certificate. .. i

|
|
I
l Export dient driver certificate... ]
i Reissue certificate ]
| )

Import certificate

Mote: Server Runtime reinitialization is required to utilize changes. Close

®OPC —_—x o KRS b EHEET 5 & Z1%, KEPServerEX (27 7295 OPCUA 7 747
VEREEITLTWDARY NT—IMEDRT 7 AR Xy NU—2 T X2 E2FIHLET (o
0., AU F =%y FERIIEROLBERNRNEOMDFR Yy NI —2 T 7B ATEDLRy hU—
ITETEEFHALRZNTLEEN),

1. OPC UA Configuration Manager % Bl & £,

2. HLOLWZ U RRA LV FEBMLET,

lﬁj OPC UA Configuration Manager |i|
Server Endpoints ‘ Trusted Clients | Discovery Servers | Trusted Servers | Instance Cerh’ﬁmtesl
URLIAY J security
Sn Na
Gropc Pl p o cint Definition e 5
5° ope. oo
TCP Connection
Network Adapter:  |Default =
Port Number:  Intel(R) Ethernet Connection 1218M
Intel{R) Dual Band Wireless-AC 7260
ope. tobecalhost only
Security Policies
[TIMone
Basic128Rsz15 Sign; Sign and Enarypt
e
[FEnabled asil Sign; Sign and Encrypt
Add...
\} [ OK. i [ Cancel ] [ Help ]
Note: Server Run S OO Help

3. HTA IRy NI—ITHXTEN, OPCUA 7 74TV FaFITLTWVWD Ry NU—I M50
BT 7 EAARRTHDL I MR LET,
6.2 MQTT

6.2.1 KEPServerEX 239 25 MQTT 7 u—"—%RETLH5AIL. Bhha—V -4 L RAU— &%
E L, BATRFIOE G2 L, aJRERGA IR (CA) 12X > TEL SNTiFHEL
ALET,

O hoo7ATLORET. FIHTIREDT n—I—IZ Lo TR £,
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6.3 REST 7 7147 b

6.3.1 KEPServerEX 23##i9 % REST ¥—_—% R ETHHEIE. MR —P—Z LA TU—RERTE
L. MAOTEFORESALZM T L, FTREZR A ITFEHRERS (CA) 10k » TEBL SNT-ZFAE 2 1
L7,

N6DT AT LDK

WENZRFERE A LR
BAVARN—NANTLHUEND Y T (FEMIZo0 T/, o] Gateway @)~ ==

(73-"50 90

6.4 REST ¥ —/3—

641 REST »—NR—x—V = FEEHTIHEEOHMDIZDIZ— =2 —HF— T —T BB L, &
INRDOEFEDIFANC > TED I N—T DT 7t A 2 LE T,

1

KEPServerEX # & T
Z—P—vFx—Tx
EREET (VAT
LARLAD

KEPServerEX 71 =
YEAEIZ Vv LT
T REATEET),

L WF—7)
Vv LET,

I/ NROREHED I
WZHE- T, HHLLAE
Enm s —7I
T e AR EY
YTET,

LS L —T R A
7w L, [z2—
PR B AR
RLET,

WA/ NRAT— RERELET,

NAT—ROEXID7<EE 14
XFT, RXFL/ANLFOM,
7, BIORBRXTEEDDLZ

LaBEIOLET,

JESEBNTZ/RAT — R i
HEMTX BT — R, —iEf73
INAY — RIZHET TLZ &0, )
AV — RERERTLET,

ElE. AT RHED Y ——IZ k> TRRY £,

FET5HITIE. KEPServerEX #FEITLTWDH Y AT LD OS |[ZFEHE
T ERELT

-
[Z3 KEPSarverEX Settings

==c=)

Administration I Configuration | Runtime Process I Runtime Options I EventLog
Store and Forward Service I Security Policies I Local Historian | IoT Gateway
ProgID Redirect | User Manager | Configuration API Service I Certificate Store

ﬁl il ﬁl _|r EI ﬁl ] show disabled

El &i ThingWorx Interfacy

R ThingWorx Inte Permissions assigned to this user group:

Help

q_New Group (Al-G) [Z3 User Group Properties

: Mstrator

El anymous Clients

: : Client Name: MewGroup

il ¥ [ conel |
efault User Description: -

[_teb ]
-

Project Modification

R N |

Manage Licenses Deny
Reset OPC Diagnostics Log Alow
Reset Communications Diagnostics Log Allow
Modify Server Settings Deny
Disconnect Clients Deny
Reset Event Log Allow
Manage OPC UAS NET Configuration Deny
Corfig AP| Log Access Deny
Replace Runtime Project Allow

1/0 Tag Access

System Tag Access

-
[Z3 User Properties

Identification

Mame:

Description:

Password
It is recommended that the password be at least 14 characters in
length and indude a mix of uppercase and lowercase letters,

numbers, and spedal characters. Avoid wellknown, easiy
guessed, or comman passwords.

Password:

Confirm:

Cancel

kg

Help

[

L P g RS AT — R RO
=Pl THALANTLLEE N, BEISLUTH LD a—YF =2 L, 2—F—NEF
SERVLNNVDT 7R AFA B LT HHEEIEIH LT A—T2ER L ET,
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6.4.2 KEPServerEX T REST #—N—%RET D
B, mA7RmE 5k (HTTPS) 2 H L £ 9,

©®  REST H—R_—x o RBRA o FERET
5 e X%, TUse HTTPS] a8 ¢ 708
BN oTWBEZ L AR LET,
BEDKRTA MU AKNRAAL LT CORS (A
VOV Y —2H) REEITTOIZ L2
BOLET, T RTEZTANDITAX I A
T DOF T a AFEH LN TS EEN,

@ REST r——x 0 RBRA o FNEHRET

6.4.3

s
REST Server - Endpoint

HTTP/S

Network Adapter: ILothost anly

Port Number: =

W

[ <goc ||

CORS Allowed Origins:

g write endpoint

7] M&Janonymous login

Finish ] [ Cancel

J

Help ]

HLEI, RUARNYARANRAAL % [CORS THAXNDZZV V] 7uXT Il AHLE

‘?—O

7. 7R API

Hipk APL 22 &, 2—F =37 n 77 Al

X o THED KEPServerEX RIANRETF T T4

B ETEET, KEPServerEX 7213z T8I 2HHE DL DA v AKX LV AR o2 —W —3
BE = AV AICEFTHIENTEET, RRRVESLLOEX 2T 4 2FHLT, 20

Bere a3 2 Z ENEHETT,

7.1 KRk API

711 #ERL APL 2T HRED HHDTZDICh—N—a—F =7V —T%Ef L. R/NROFHEDFA]

W TEDITN—TF DT 7 AR & L

£7,

-
[Z3 KEPSarverEX Settings

==

1. KEPServerEX g%&ET
TL— ‘H; —< Z\\ — “/ Y Administration I Configuration | Runtime Process I Runtime Options I Event Log
N — Store and Forward Service I Security Policies I Local Historian | IoT Gateway
é? Eﬁ g‘ i j‘ ( VAT ProglD Redirect | User Manager | Configuration API Service I Certificate Stare
LhLAD
KEPServerEX 7 A = B §-)
. § New Group (Alt+G) (£ User Group Properties u
YEEI VY LT L cE
S =3 anymous Clients oK.
77 7 -E A T % i —g—)o Client Mame: MewGroup
=4 T Users -Canoel
2 r%? [/II \ 7‘]1/___ 7°J efault User Description:
: = &i ThingWorsx Interfacy B
%f 7 U b4 7 L/ i @—o i a ThingWorx Inte Permissions assigned to this user group:
Project Modification I
3. B/PBROFHED A
. anage Licenses eny
&%ﬁf_“ > N %? l/ < 'ﬁE Reset OPC Diagnostics Log Alow
Eii é j/b 7 7011/*‘ 7067— :E:?y?mmurg:;ms Diagnostics Log gl\cw
- o erver Settings eny
7 7 “‘Z A Eq:ﬂ‘ %%U D Disconnect Clients Deny L
NP Reset Event Log Alow 1
4CE @ﬂ(’ Manage OPC UA/NET Corfiguration Deny
Corfig AP Log Access Deny
4. %ﬁ L A 7‘/1/_7°%E - ngla;:e Rurtime Project Alow
an Access
VAN YA PN [— [ @ KePServerEX settings =

PR B AR

Administration | Configuration | Runtme Process | Runtime Options | EventLog

Store and Forward Service | Security Polices | Local Historian | IoT Gateway

WLES,

ProglD Redirect |

Bl 3| =

User Manager | ¢ APl Service | Certificate Store

ll EI ﬁl ] show disabled

88 Server Users

-8 Administrators

: Administrator
-8 Anonymous Clients
i - DataClent

i - Default User

-8 ThingWWorx Interfice Users Built-n ThingWorx Interface aroup
i @ ThingWorx Interface Built-n ThingWarx Interface account
8 =
B Add User...

X Disable User Group

5f  Properties...

Built-n administrators group

Built-n administrator account

Built-in anonymous data dients group
Built-in account representing data dients
Built-in server users group

Built-in default user account

[ ok J[ cancel ][ 2oy |[ rep
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5. BARNAT—FRERELET,

O RAT—FORIFPRED 14 X
T, RLFE/NLFOMmTT BT,
BLUOBKRLFEED L Z L a2BEID
LET,

O LB RNAT— R, fiEICHEN
TEHNRRAT— R, — AT —
FIZEE T 2 &V, NAT— K%
RIZRFLET,

0 2PN RAT— REEHDO2—
P—MTHEAE LT ZE, LE
WS L TH L —Y—%21Ek L, =
—PF—REFSFERLNLDT V7 E X
TR EVEET AT LT V—
TEERLET,

7.12 HTTPS OAEMHHTHZ L2 BEIDLE
T, AEBREET HTTP 284 LenT<
720,

1.  KEPServerEX & T IRk APL H—
VR REEXMEET ATAML
A @ KEPServerEX 7 A 2 %4571
v LTT 7 BATEED),

2. HTTP ZEHIZLET,

713 ARG, REMRERS (CA) ICL->TEA
SHREREZHEM L £,

MfER% APL —b 2| #ZET. [EHAZES

AVvFR—=b1 27V 7L, CAICES
TEA SNIREREL A Y R—FLET,

MHEA APL —E 2] BRET, RUA MY

Z R AA % [CORS THHENDFY

Dv] ORECADLET,

® FUABRMYURARRRAALLT CORS(FHVY
VUMY Y —2eH) REELTD &
R LET,

O FTRTEZTANDTAZ VAT OA
TraIEHA LN TS EE N,

g B
[Z3 User Properties g
Identification
Descrption: [_teo |
Password

It is recommended that the password be at least 14 characters in
length and include a mix of uppercase and lowercase letters,
numbers, and spedal characters. Avoid wellknown, easily
guessed, or common passwords.

Password:
Confirm:
r B
(£ KEPServerEX Settings [
Store and Forward Service | Security Polices I Local Historian | IoT Gateway

Administration | Configuration | Runtime Process | Runtime Options Event Log
ProglD Redirect | User Manager | Configuration API Service Certificate Store
Enable No -
Enable HTTP No =7

HTTF Port

HTTPS Port

CORS Allowed Origins
Restore Defaults
Wiew in browser

Wiew in browser {SSL)

= T ion Logging !
Persistence Mode | Memory {1}
Manx Records [ 1000

r y
(3 KEPServerEX Settings g
Store and Forward Service | Security Policies | Local Historian | IoT Gateway
Administration | Configuration I Runtime Process | Runtime Options | Event Log
ProglD Rediect | UserManager | Configuration APIService | Certificate Store

Max Records 1000 -
Log File Path C:\ProgramData"KepwareKEP ServerE...
Max single file size (KB) 1000
Min days to preserve 30
Verbose No M
= Certil
View Certfficate View Certificate =
Bxport Certificate BExport Cerificate
Reissue Certificate Reissue Certificate
ipon Gt

® Kk API MERFTHAIRY, R rvarn i —R— g R ha S EEHRL T

S,

AR hr 7O RKRA 2 M /config/vl/event_log THY ., TDOxZ RAKRA 2 MZ "get”

EHETTHIEICL o THETEET,
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84 7ulx/ NI 7 ANDEFXF2UT 4
841 V¥ x=l NERFTHLEIX, FIHFRARTARTOEX2 VT 4 AD=XLEFHLET,
1. KEPServerEX #&pk#a B F4,
2. vzl THZVyos L, IFanF ] #8RLET,
3. T 7T IN—TEHEET,

4, opf TVl NI ANERETDEOOMN I RIAT—RERELET, SATV—FOE
JFDe b 14 XFET, RUFE/NLFOMmMST, HFE, BLOFRIFEEOL AR
BoLET, K<HH

Nim/XAU— K %$’ |4 KEPServerEX 6 Configuration [Connected to Runtime]
— A
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