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Select Features
Select which features are to be installad.

Egv| Full Installation

EI Communications Server
= ~ | Communication Drivers
=0 ~ | Native Client Interfaces
- (=) ~ | Dyniamic Data Exchange (DDE)
=)~ | OPC NET
= | Wondenware SuiteLink and FastDDE

=D ~| Advanced Tags
=)~ | Mlamms & Everts
<=3 ~ | Connection Sharing
- = - | Datalogger

- =3 ~ | EFM Exporter

<=3 ~| IDF for Splunk

loT Gateway

.= ~| Local Historian

- = | Media Level Redundancy
- =3 ~ | Security Policies
<=3 ~| Scheduler

SNMP Agert

=) ~ | Hardware Key
<=+ | OPC Quick Client
¥ - | Examples and Documentation

— Feature Description

KEP ServerEX &is a Microsoft
Windows application that operates
as a communications protocol
server. lt allows other Windows
programs to access data in
underlying systems via specialized
communication drivers.

This feature requires OKE on your
hard drive. It has 0 of 3 subfeatures
selected. The subfeatures require
OKE on your hard drive.

422 fE% %L%ﬂjﬁﬂ% R B E SRARAR T X HERT
BEE R G E . EEN RSN 14 /\%ﬁ I
BIRHRGANG TR T ARR TR A G . B
RSN Z R LR e SN Ok 3 E R e R e A T

5. B35

TR E, KEPServerEX BT O ST 2 TR DA
Rem ol e 4t X EREAE R N AR S R P
R MR 2 e 0, LLELL “ BRI &
AP AR .

-
) KEPServerEX 6 Setup =

User Manager Credentials
Set password for the Administrator account

It is recommended that the password be at least 14 characters in length and include a mix of
uppercase and lowercase letters, numbers, and special characters. Avoid wellknown, easiy
guessed, or common passwords

[~ Skip setting a password at this time

Password
Confirm Password:

Back I Tiexdt I Cancel
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5.1 AzafiEr

511 R HBEFATE OPC DA B, NIZEHZE:I1. OPC DA ZIHWL, #ECLERE N R WML 4%k
e FFRUREERAR SR L& —.

1. JZ4T KEPServerEX HCH .
2. ARdIiE, JFEFRNEEE.

r Al
5 KEPServerEX 6 Configuration [Connected to Runtime] E‘M
File Edit VYiew Tools Runtime Help
DS d|F| 92 4 @« |6
=@ E
=-{§] Connectivity il " !g‘
(ol AB ControlLegix Unsali x| T
-fl AB CTRLX Ethernet Propetty Groups = Data Access
[ @7 ABB_TotalFlow General Enable OPC 1.0 Data Access Interfaces No
= {} Advanced Simulator OPC DA Enable OPC 2.0 Data Access Interfaces No
: m Click to add a devic{ || 5pe )a Er1able!JC3.0 Data Interfaces No E
([l Allen Bradley MicroB00| (| poe Include Hints when Browsing Mo ]
[-{ Allen-Bradley Ethernet | || opc NET Include Tag Properties when Browsing Y4|35
A m Aromat_Ethernet OPC AE Shutdown Wait Period (=) 15
E m Autornation Direct ECO| || oPC HDA Synchr\)n.uus HE.IJLIESI Timeout {s) 15
G- BAChet ThingWone EnablerDlagnastlcs Capture Mo
[-{uul Beckoff Twincat . wlm
c {} Channell Reject Unsupported Language [Ds Yes
lgnere Deadband for Cache Reads No
[E @? Channel2
Ignore Browse Fitter No
-fugf Channel3 Data Type Support for 2.05a Yes
-y CODESYS . Fail on Bad Quality No
[ @: Contrex-MSeries Group Initial Updates No
[#-[® Data Highway Respect Client Locale No
G148 Data Type Examples Bad Qualty ftems as 5_FALSE Yes
(-4 DDE Client Retum Data ASAP No
-fll DNP Master Ethernet -
5-EF DNP_Serial N Defats |[ 0K || Cancel fpply Help
[ @3 EnronMedbus = — —

3. i%&# OPCDA JiHJm.
4. BN =AEYE, 40 OPC1.0. 2.0 FI 3.0 ¥dEvilHE.
51.2 FHREVEATE OPC DA FEHEMIBIE I, #PEE XL IR,
@ A5 OPC DA B R4 1 F TIE B B Quick Client TR RIS =07 T ({1

il ) SRR .
Configuration
5.2 flxs5as M e
Reinitialize
5.2.1 N Server Users FiF 41 Default User @17 5% 2465, Reset Event Log..
L AR RGHERT I KEPServerEX ERIFIESE “BE” , DHTHF “H | ocon Pumor
HigE” . 0PC NET tion
Quick Clier )
2. jﬁ*%m F %ﬁ%&jﬁIﬁ—E o License Utility
ﬂ:ti'fﬁﬂ EF‘ 5 ‘ij‘ I‘E‘I "&Eiﬁﬁﬁ%ﬁ E’:J /E\_ﬁiﬁ i"l *XKE%&%IJ E(] )EH Fl Z *H%ﬁ%%% Support Information
G 4 AR bt

- & " @ a0

3. Wili Server Users 41~ Default User.
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4. EBEN. BUEBEDSN 14 MERF, SFEBERESING TR, BT RR TS .
SeARPIT AR« 5 505 3 51

WOLR RS . AT,

5.2.2 %R “HARMR” FRNVAEE Default User §
O g e e 1 &3 KEPServerEX Settings [E=
FIRCRR (R, A 5 B AT P fs ThRe I I P
ﬁ%*i ISE s #Eﬁxﬁ%gﬁﬁfﬁﬂﬁﬁ) R Store and Forward Service | Security Policies I Local Historian I 10T Gateway
Administration Configuration I Runtime Process I Runtime Options | Event Log
. ProglD Redirect User Manager | Configuration AP Service |  Certificate Store
1. 4TJF KEPServerEX “ ¥t ” wiffj&4

3 ﬁi ’a = - MI []show disabled |
ﬁm&ﬁiﬁ—'& ° E_IQEI"H;LS_I [Z3 Change Password u

Administrator
& E Clients It iz recommended that the password be at least 14
cnymous. o characters in length and indude a mix of uppercase and
& 3 Data Client lowercaze letters, numbers, and special characters, Avoid

2. RBHSECY Server Users HIRLIR, 1%
,Hﬁ “ %,ﬂi*/z IKE ” )E}rw iﬁ’ﬂ%*l BE ° 8 Server Users well-known, easily quessed, or common passwords.
a

5.2.3 4R KEPServerEX HYHCE FH 7 7 BANIE =@ TingWorx Interfacq | Qld Password:
SRR, T RR B 75 200 8 B R 25 25 €1 KEPServerEX Settings =

3 “« E ” >
F éﬁ‘ ’ }JFﬁ‘Hﬁ Eﬁ{ﬁﬂﬂ IKE )E}rw IE%*X Administration I Configuration | Runtime Process | Runtime Options | EventLog
IKE ° ProglD Redirect I User Manager I Configuration API Service I Certificate Store
Store and Forward Service | Security Policies | Local Historian I IoT Gateway
1. $TJF KEPServerEX ([ KepServerEX Settings =)

“WE” hRPE

Administration | Configuration | Runtime Process | Runtime Options I Event Log
i@%gﬁilﬁ ‘F‘ ° Store and Forward Service I Security Policies I Local Histarian I IoT Gateway
ProgID Redirect | User Manager | Configuration API Service | Certificate Store

2. R ] 8] 5] | 98] 9] Gomvaeses |

~
. q_New Group (Alt (3 User Group Properties g
3. IR “RATRUR” J5 g
N gnymous Clien
mgomasm ||| e e ]
*1 IKE ° E S Cancel
: fault User Description:
=88 Thingworx Interfac| Help
4, E%ﬁfﬁ‘%‘?éﬂ o a ThingWorx Inte Permissions assigned to this user group:
Project Modification -
e N |
Manage Licenses Deny
Reset OPC Diagnostics Log Allow
Reset Communications Diagnostics Log | Allow
Modify Server Settings Deny
Disconnect Clients Deny L
Reset Event Log Allow 5
Manage OPC UA/ NET Configuration Deny
Corfig APl Log Access Deny
Replace Runtime Project Allow
1/0 Tag Access
System Tag Access
Tag Access TH
Browse Project Namespace S j
{
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5. HEESIAF.
6. WHmZEL., @FELEESN

TR, FRERGNG TR

AR AP AL &

B SRR SR B B 3| = x| 8| 8| @ishondsabied

W RAELEEN

[ 14 KE‘E %/[\}EH }t' Z I\Eﬂ ;:tgﬁﬂ }t' g EE%_" i b Data Client Built-in account representing data dients
N S — I_;| H Server Users Built-in server users group
E—% ! é }Eﬁ ):' %EK H é&%‘] E@ *1 BE Hj‘ ’ i a Default User Built-in default user account

R AN/ BET A

6. Z&EO

KEPServerEX J&T- Tl H 34k A1 Ll A Hk ko
(IOT) f i F U 735 oo — e S ———

r B
14 /I\ [Z3 KEPServerEX Settings ﬂ

Ny

é&% Administration | Configuration I Runtime Process I Runtime Options | Event Log
Store and Forward Service | Security Policies I Local Historian | IoT Gateway
ProgID Redirect | User Manager ‘ Configuration API Service I Certificate Store

H Administrators Built-in administrators group
f & Administrator Built-n administrator account
E| H Anonymous Clients Built-in anonymous data dients group

E| H ThingWorx Interface Users Built-in ThingWorx Interface group
ThingWorx Interface Built-in ThingWorx Interface account
W Add User...

% Disable User Group

Z  Properties...

W4, IHABEFEL R4, OPCUA. MQTT A1 REST &5 ML, 7B R d g k2

Gtk A ALY L2 A e B

W G R AT B
KEPServerEX Fif.

6.1 OPC UA

6.1.1 fliH OPC UA s sE Fl g6
%%)Eﬁ F gﬂ ’ #*ﬂ;ﬁﬁ “ %1&5*1 IKE ” )E}rw ijﬁ% - '\nwn::lz Caller:B Built-n anonymous data dients group

AL -

1. 4THF KEPServerEX “i&&” i “H

P
2. 4.

3.0 AR CIRARALR RN T
I BEAURR -

4. HEErdEd.
5. HEHMARF.
6. WHEMEM, BICELEDN

14 NERF, FEFBERERNG

TRE Br MR T A A

I
H o

& WA A SIS RIRE
WOLR RS . ARG

® OAREEZAH P Z SRR P A S
J AN RO AR BRI A A/

GG

B OBRIEN T VA EREs. #UUKE A

VFES UA &5 .

(SNMP. ThingWorx ALz 1A K HoAt).

4 . g - <
V] 2/}?7 3 KEPServerEX Settings ﬂ
Administration I Configuration | Runtime Process I Runtime Options I Event Log
Store and Forward Service | Security Policies | Local Historian | LoT Gateway
ProgID Redirect | User Manager | Configuration API Service I Certificate Store

;I =_| _I _I gl ﬁl Show disabled
EEE% |iNew’ Group (Alt+G)

Built-n administrators group
Built-n administrator account

Client Built-in account representing data dients
=r |Jsers Built-in server users group
S efault User Built-n default user account
ThingWWerx Interface Users Built-in ThingWWarx Interface group

ThingWWorx Interface Built-in ThingWarx Interface account
g B
(53 KEPServerEX Settings =5
Administration I Configuration I Runtime Process | Runtime Options I Ewent Log
Store and Forward Service I Security Polides | Local Historian | 10T Gateway I
ProglD Redirect | User Manager ‘ Configuration API Service I Certificate Store I
e . . - - Elp
| L | ﬁl &al Show disabled
H Administrators Built-in administrators group
i A Administrator Built-n administrator account
84 anonymous Clients Built-in anonymous data dients group
E Q Data Client Built-in account representing data dients
H Server Users Built-in server users group
@ Default User Built-n default user account
ThingWorx Interface Users Built-in Thing\Worx Interface group E
9 ThingWorx Interface Built-in ThingWorx Interface account
@ Add User... K
% Disable User Group heel
Zf Properties... Elp
[ CK ] [ Cancel ] [ Apply ] [ Help ]

It is recommended that the password be at least 14 characters in
length and indude a mix of uppercase and lowercase letters,
numbers, and spedial characters. Avoid wellknown, easily
guessed, or comman passwords.

Password:

Confirm:

www.kepware.com
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6.1.2 1EfE OPC UA R45asum aind, FIA M THMERZERE.
1. @GRS RSFER T KEPServerEX EARIEIEEE OPC UA B

B, T OPC UA Configuration Manager.

2. R RESHm AL TR

Configuration

Start Runtime Service
Stop Runtime Service

Reinitialize

Reset Event Log...

Settings...

3. $$%ﬂﬂ...f§%ﬂuﬁ)‘(%ﬁﬁﬁﬁ)ﬁ o OPC UA Configuration
OPC.N

] =) o aran »

4~ ﬁﬁ{%ﬁ*ﬂi%ﬁmﬁéﬂimgﬁﬁﬁc Quick Cli
License Ut

5. ﬁﬂ-_‘l‘m% o Help
Support Information

m OPC UA Cenfiguration Manager | = |
Right-click
Server Endpoints ‘ Trusted Clients I Discovery Servers | Trusted Servers I Instance Certiﬁmtesl
f Security
N —
I endpoint Definition - =5
¥° opc. tpd
TCP Connection
Metwork Adapter:  |pefault -
Port Mumber:  Intel(R) Ethernet Connection 1218-LM
Intel(R) Dual Band Wireless-AC 7260
ape.t, Localhost only
Security Policies
|:| MNone
- s
(s o] o] ]
Mote: Server R T e T T T e T T s Help
www.kepware.com 7 © 2018, PTCInc. TREAFTAECH .
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6.1.3 RA[BEMEFE BRI (CA) 24 HIHE,

£ OPC UA Configuration Manager (] “S2BESS” IR, HHFAERIFAH CA B4 MIE
SiT

r A
m OPC UA Configuration Manager g
| Server Endpoints | Trusted Clients | Discovery Servers I Trusted Servers | Instance Certificates
Server

[ View server certificate. ..

Export server certificate. ..

l
l Reissue certificate
[

I
1
ient Driver w:
|
)
)

[ View dient driver certificate. ..

Export dient driver certificate. ..

i Reissue certificate
i Import certificate

Mote: Server Runtime reinitialization is required to utilize changes. Close

O EREE OPC R4S S s b, BT FH B0 0 28365 T 2 06 00 H BB I 2B 138 1T OPC UA & i e 11
KEPServerEX FMIZ% (B, SR 23 0 4% T 7 i EL3BC o) sl Lt A R BB I 45, AN REAE %08
Bas) o
1. #JFF OPC UA Configuration Manager.

2. WS A

n OPC UA Configuration Manager [ = ]

Server Endpoints ‘ Trusted Clients | Discavery Servers | Trusted Servers I Instance Certificates |

URL |AY / Security

) I -

Erepeteill e int Definition S |
opc. tpg

TCP Connection

Metwork Adapter: |Default -

Intel{R) Dual Band Wireless-AC 7260

Port Number:  Intel(R) Ethernet Connection 1218-M
ope.toLocahost only

Security Policies

[T Hone

Basic128Rsal5 Sign; Sign and Encrypt v
crabled Basic256 Sign; Sign and Encrypt v

Add...

\} [ OK i l Cancel l [ Help ]
Note: Server Run =TT T CosE

3. HARPT AR RIE T8 A REERGEAT OPC UA 22/ B 1M 2%

6.2 MQTT

6.2.1 HCE KEPServerEX iR MQTT AFEN, RuTGEW E MM P A Y, Al 55 K BB f s
A, ERAEBAURI (CA) B2 HIET.

O B X e T AT R s A

6.3 REST & Fifi

www.kepware.com 8 © 2018, PTCInc. fRE T ALF].


http://www.kepware.com/

6.3.1 HACE KEPServerEX Hi#EH:f) REST ARSS#sht, RuJREE M 2 M, A K s
F72 ERIERSURN (CA) ZLHHET,

o FCEIXEETOR IR T A B E R 55 48 o
o fEEAINE R AT B I UE AT E TR EAEIZ 1T KEPServerEX R4t OS H23iEH (HREE,

HZH

6.4 REST fik%54%

)o

6.4.1 J9fiH] REST Hs5asAUHL4SE G QIR S5 a8 4L, IFF IR “ SR J i B 2 2 A B R -

1. #7FF KEPServerEX

“ -‘I/QE 7 EF' E@ “ )Eﬁ )i' Administration I Configuration I Runtime Process | Runtime Options I EventLog
st DR Store and Forward Service I Security Policies I Local Historian | 1oT Gateway
B fi%% (ﬁﬂE%$ ProgID Redirect | User Manager | Configuration API Service I Certificate Store

i R
KEPServerEX Elfnitt

3. R CRARBUR” R
W B 22 20 73 e
BUBR »

NN New G [Alt+G) (23 User Group Properties ﬂ
'?T‘Lﬁ Ilil) o q‘ ~ Ty M +a r
=3 anymous Clients oK.
i Client Name: MewGroup
2. BEEINA. o - Users feme:
efault User Description:

-
[Z3 KEPServerEX Settings

==

w 8| = _|r 83| 83| [@showdssbied

- VN
=84 ThingWorx Interfac
ﬂ ThingWorx Inte

Permissions assigned to this user group:

Help

Project Medification

Manage Licenses

R |

Deny

AMlow

Reset OPC Diagnostics Log
i

Dacat 1 Al

4. fmpdRa, R

3 [ ser Properties u‘—
F R oo T :
Identification H=

S— i

5. WEIRHM. — — :

- Ei}‘(%‘:‘ﬁ%ﬁ&'\ﬂ\j 14 Description: :
MR, FEERE L

Password

MUNGFEE Al

K

It iz recommended that the password be at least 14 characters in

Rk T AT AL o

& BRARPTAR. ASIE R EE I
MIE . 2T s, .

B ARBEAEZAHP 2R P 48
E. YA FEARRGAR |
N, AIESET P R .

length and indude a mix of uppercase and lowercase letters,
numbers, and spedal characters. Avoid wellknown, easily
guessed, or common passwords,

Password:

Confirm:

6.4.2 {E KEPServerEX lii® REST MRZSSel), {#ifH [ Restserver- endpoint =
BN (HTTPS).
HTTR/S
@ JiRE REST fR&SHLut SEy, WltEm “fF Network Adapter: [Localhost oniy -
A HTTPS” JEtk, Port Number: =
643  HUUHFIRE 4 BI5IE7 CORS (Cross Hm b
Origin Domain Sharing, #& X JFHIL5E) % wmemmmt \
B R SRR A = N S
©  [iE REST R4 28t A, ¥4 il
A CORS Allowed Origins J&1:. [ <gad [ mnsh | [ cancd | [ reb

7.fCE API
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FHPAT LRI E API LAgnfe )7 :lCE KEPServerEX BRSHALE AL, iXFE, TN AZ KEPServerEX

SEA AN S S e, P RT ATE ] Bt SR LB . (SRR A, A T RE RS 2

24,

7.1 BLE API
711 NfERIBCE AP [eE R QRS S 4L, JFHEIR “ AU TR 3 A R -

7.1.2

7.13

L

L i’%%ﬁ\ﬁﬁ% %u N Zﬁ’ E’%EU E@ f( g::z;, T :ecr:t;:rcsers in
G N R e ot e & popete. b easiy
e . Coc [t ) [t ][ b |
5 OAEEZANH P 2R o
JrAA . R AR ZU0 AL
RN, BT AT
B HTTPS, A4 72 g 12 F (& KePServertX Settings =)
HTTP o Store and Forward Service | Security Polices I Local Historian | IoT Gateway
Administration | Configuration | Runtime Process | Runtime Options Event Log
1. j:]-a:l: KEPServerEX « _&E »» EP E/] « HEE ProgID Redirect | User Manager | Configuration API Service Certificate Store

N

RATRE

]

o

FTIT KEPServerEX

-
KEPServerEX Settings
@ g

===

“BE” R

Administration I Configuration I Runtime Process | Runtime Options I Ewent Log

B (B A

Store and Forward Service

i RGHER
KEPServerEX Elfxit
13 U5iHl) o

H AN

IR “ AR 5
W B 22 Y 2H 73 e
BURR

AL,

| 3| 5 |

| security polices
ProglD Redirect | User Manager

| LocalHistorian |

10T Gateway

| Configuration AP Service

| certificate Store

EI ﬁl Show disabled

&

E{_New Group (Alt+G)

User Group Properties
p & o

anymous Clients

E| m ThingWorx Interfacy
a ThingWorsx Inte

Mame: MNewGroup

Description:

Permissions assigned to this user group:

Project Modification

Blsnoromesos B

»

BIR S o

BE IR .

HET 2R 14
MFRF, HFUERE
AN FRE By
R TR A&

APL R%” WE (B A RT RS
# ) KEPServerEX BEFREEATVT ).

ZER] HTTP.
FEAEF AL (CA)

AR

|

Manage Licenses Deny
Reset OPC Diagnostics Log Allow
Reset Communications Diagnostics Log | Allow
Modify Server Settings Dem
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