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loT Gateway MQTT Client Agent
and Microsoft Azure |oT

This document facilitates connecting an MQTT client to a Microsoft Azure loT Hub. To
read more about the Azure loT Hub’s MQTT support please refer to the following

documentation from Microsoft for more information:

1. Connecting MQTT Client Agent to Azure

1. Open a KEPServerEX® instance with the loT Gateway advanced plug-in. In this
example, one channel and device are configured with the Simulator driver, and
there is one tag that ramps up on scan.

( (53 KEPServerEX 6 Configuration [Connected to Runtime] EIM‘
File Edit View Tools Runtime Help
Jjﬂﬂli}“m‘ﬂ%—]m T‘l");",],'_!,, |—c;
=@ Project Tag Name Address DataT.. © ScanRate Scaling Description
= 1) Connectivity Ramp RO001 Word 100 None
=143 Channell
[ Devicel
=% ToT Gateway
L.$ Add Agent..
< | 1 | »
Date T Time Source Event nd
| W2/7/2017 44312 PM  KEPServerEX\Runtime  Configuration session started by SYSTEM as Administrator (R/W). E"
W2/7/2017 44312 PM  KEPServerEX\Runtime  Configuration session assigned to SYSTEM as Administrator has ended.
W2/7/2017 44312 PM  KEPServerEX\Runtime Configuration session assigned to rsharp as Default User promoted to write access.
‘“l"ﬁ 707 AAXAD DA VEDCnn-.}F;:V\D ntinnn Confimr tion caccinn f‘\rr;nnr\rl tn reharn ae Nafault Hear damotad +0 raad anbhe >
Ready Default User Clients: 1  Active tags: 0 of 0

2. Access a Microsoft Azure instance.

3. The third piece of software required is a tool from Microsoft called Device Explorer,
which is used to configure the device in the Azure l1oT Hub. The application is
available to download from
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4. Create an loT Hub in the Azure instance. Assign a unique name and a resource
group.

5. Click Shared access policies under Settings in the loT Hub and select the
appropriate policy. In this example, use the “iothubowner” policy, a shared access
key is generated as well as a Connection string. The Connection string for
‘iothubowner’ includes both the Shared Access Key and the Hostname URL.

6. Copy the Connection string and place it into the “loT Hub Connection String” field
within the Device Explorer application downloaded in a previous step.

Configuration ‘Management | Data | Messages To Dew:e|

Connection Information
loT Hub Connection String:

HostName=kepwaremgtt.azure-
devices.net;SharedAccessKeyName=iothubowner,SharedAccessKey=TzwqgX2u3Q9oLzAvHWICu3SKyahnINwEA
daojAZhTul=

Protocol Gateway HostName:
kepwaremgtt.azure-devices.net

Shared Access Signature
Key Name  igthubowner
Key Value | TzwqgX2u3Q9ol zAvHWICU3SKyahnINwEAd=0jAZhTul=

Target  kepwaremgtt.azure-devices.net

TTL (Days) 365 = I Generate SAS l

7. In Device Explorer, click on “Update”, and then create a device by accessing the
Management tab. Click Create and give the device a unique name.

Configuration| Management ‘Data |MessagesTo De'\nce‘

Actions

[ Create ‘ l Refresh I l Update I l Delete I [ SAS Token...

Devices
Total: 1

PrimaryKey SecondaryKey PrimaryThur SecondaryT Connectiont Connections

m_——m
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Click SAS Token... to generate the SAS
token in Device Explorer. Part of the
string from this dialog needs to be
copied (starting with everything AFTER
“SharedAccessSignature=") and will be
used as the SAS Key later. This example
will copy the highlighted text.

In KEPServerEX, add an loT MQTT agent.

Use the following formats for the

ol SASTokenForm

DevicelD |Ramp

DeviceKeys | Us TpyARECY4maSXX2XmDIXGA+whglqS 7LLa T5b Ok =

TTL (Days) 3465

HostName=Kepware azure-
idevices net:Deviceld=Ramp:Shared Access Signats

BPrik X3RP Ewm TEfmH{T63wJRbto % 3Dase =1555839776]

sr=Kepware azure-devices net % 2Fdevices %.2F Ramp&sig=TP 2gr ToWnug Psx6]

indicated properties:

10. URL format: ssl://<HostName>:8883

| Genemte | [ pone |

11. Topic format: devices/<devicelD>/messages/events/<property bag>

where:

<HostName> = HostName element in the loT Hub Connection String
<devicelD> = Name of the device created in the Device Explorer

<property bag> = (optional) Sends each message with additional propertiesin a
url-encoded format. Example: location=abcd&id=12345

Refer to the following documentation for more information about the “property bag”:

ol

3 Property Editor - IoT Gateway.MQTT Client Agent
Property Groups = MQTT Broker
General URL
Client Topic
Message = Publish
Security QoS
Last Will Rate (ms)

Subscriptions Format
Licensing Max Events per Publish
Transaction imeoutin (s)

ssl//kepwaremaqtt azure-devices net 8883
devices/Ramp/messages/events/

1(Atleastonce)
10000

MNarrow Format
1000

5

12. Create security credentials. The expected formats are as follows:

13. Client ID: <devicelD>

14. Username: <HostName>/<devicelD>

15. Password: <SAS Key>

where:

<SAS Key> = SharedAccessSignature element when the SAS token was created
with Device Explorer

-

16. Add an loT item to the MQTT Client Agent.

= Property Editor - IoT Gateway.MQTT Client Agent
Property Groups =/ Credentials
General Client 1D
Client Username
Message Password
Security [ TLS Configuration
Last Will TLS Version
Subscriptions Client Certificate
Licensing

Ramp
kepwaremgtt azure-devices.net/Ramp

Default
Disable
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Server Tag: Channell.Devicel.Ramp
Scan Rate (ms): 1000 :

Publish
(@) Only on Data Changes

Deadband (%): 0

| Every scan

17. Verify that the MQTT Client agent has connected to the Azure |oT Hub by observing
the event log has an entry similar to the following:

[ Date

[ Time [ Level

[ source [ Event

‘ 2/10/2017 ‘ 2:41:35 PM ‘ Information ‘ KEPServerEX\Runtime | MQTT agent 'Ramp_2_Cloud' is connected to broker 'ssl;//kepwaremqtt.azure-devices.net:8883' ‘

2. Connecting with Self-Signed X.509 Certificates

Microsoft Azure loT Hub also supports self-signed certificates for
authorization, which keeps a certificate and private key on the )
local machine and stores only a certificate thumbprint on the hub.

For more information on how to connect with self-signed certificates,

refer to

. The following information describes how to €

connect loT Gateway to the hub:

Configuration

Start Runtime Service
Stop Runtime Service
Reinitialize

Reset Event Log...
Settings...

OPC UA Configuration
OPC .NET Configuration

Quick Client

License Utility

1. Generate self-signed certificates. The output of this command ! Help
is a new generated certificate and private key: 1 :;"’““"‘“’"“"“
$ openssl reqg -x509 -sha256 -nodes -days 365 - g & = & [ | |
newkey rsa:2048 -keyout B o — 50
privateKey.key -out
certificate.crt e

Store and Forward Service | Security Policies |  Local Historian | IoT Gatevay

2. Toimport the certificate and private commecion
key to loT Gateway, right click Enter the TCP/I? pot for communiction beieen the Funtime and Gateriay:
KEPServerEX Administration and Bort
select Settings. Access the loT .

Gateway tab, then click Manage (@ s the ltest installed IRE. The JRE wil be located s runtim
Certificate.... ) use the JiE at:

3. Click Import New Certificate... and
browse to the certificate created REST server vQTT Agent
(certificate.crt).

4. Once the certificate is imported, the Aoply
Import dialogue box immediately )
reopens and prompts to import the private key (privateKey.key).

5. Once the private key is imported, you'll receive a popup requesting a private key
password.

Note: The files required for this step depend on the format and contents of the
file(s) being imported. For example, if a PFX file is selected, that contains both
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the certificate and private key, no additional files are required. The OpenSSL
creation process used in this example creates both a xxx.crt and xxx.key file and
both need to be imported independently (see steps 4-6 above).

6. Obtain the certificate thumbprint by doing the following:

a. Click View Certificate. | General | Detis | Certfication Path
b. Access the Details tab, and Show: [<al> 7]
from the drop-down menu,
Se|eCt <A">. Field Value o~
Subject Internet Widgits Pty Ltd, Som...
c. Select the thumbprint and |- Jpubiic ey RSA (2098 Bits)
. Subject Key Identifier bcb535c1a3452f3a 20 5¢...
copy the string. [ | authority Key Tdentifier KeyID=bc b5 35 c1a3 45 2F 3.
X . . Basic Constraints Subject Type=CA, Path Lengt... |-
7. Create device using Device [E] Thumberint algorithm chal r
Explorer. =] Thumbsprint a6 71b4 8492 7a 41 f780 4c...
a. Open Device Explorer, access 26 71 b4 B4 92 7a 41 £7 80 4c 76 03 52 79
the Management tab, and ad as fe 68 75 0d
select Create.
b. Select the X509 option.
c. Enter Device ID and paste the
string into the Primary | Editpropertes... | [ Copy toFie...
Thumbprint field.
d. Click Create.
Configuration | Management | Data | Messages To Device I Call Method on Device|
Actions
I Create I l Refresh l [ Update l l Delete l l SAS Token... ] l Twin Props. l
Devices
Total: 4
Create Device @&u

ir Connectio

Device Authentication . Disconnect|
() Secuity Keys @ X509 . |Disconnect
. |Disconnect]

Device ID: Device509| . |Disconnect]

I S —— S— S,

Primary Thumbprint : ab71b484927a4 1 7804c76035279adasfc 687504

Secondary Thumbprint:

[ Auto Generate 1D

8. Create new MQTT agent. The following property groups should be configured per
the guidelines below:

a. Client
i URL: ssl:// <HostName>:8883

ii.  Topic: devices/<devicelD>/messages/events/<property bag>
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Property Groups = MQTT Broker
Generdl s/ /cepiot azure-devices net-8883
Client Topic devices/Device 509/messages/events/
=l Publish
Message
Security QoS 1 (At least once)
Last Wil Rate {ms) 10000
. Format Marmow Format

Subscriptions
li . Max Events per Publish 1000

Censing

b. Security

i Client ID: <devicelD>

ii. Username: <HostName>/<devicelD>

iii. Password: "HostName= <HostName>; DevicelD =

<devicelD>;x509=true"
iv. TLS Version: v1.2

V. Client Certificate: Enable

Froperty Groups El Credentials
Gi Client 1D
eneral ¥

Client semame

M Password

_ﬂ:essamge = TLS Configuration
- TLS Versi

Last Wil = ;m?—.

Subscriptions iert Certfficate

Licensing

Device503
kepiot azure-devices net/Device 505

v1.2
Enable

9. Add tags to MQTT agent. Event log messages will indicate if the agent was

successfully connected to the broker.

10. To monitor messages from loT Gateway, open Device Explorer and access the Data

tab.

11. Select the device from the drop-down menu and click Monitor.

| Configuration I Management| Data | Messages To Device | Call Method on Device|

Maonitoring

EventHub: kepiot

Device ID: [DEViCES{}Q

Start Time: | T 02/27/2017 15:29:04

Consumer Group: | SDefault

EventHub Data

[C] Enable

Clear

{"id""Channell.DevicelR1"."v": "g"true,"t" 1488227377340},
{"id""Channell.Device1.R1""v"4085."q"frue "t" 1488227378361}

MAN N hann Al Mevnesd DAY ILALANQE VAl den o WE1A229972702711
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